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Software Can Dwarf Hardware in Complex Systems

e Cost allocation
Since the 1980s, HW/SW cost ratio has shifted from 10:1 to 1:2

* Parts count
F-35: 8M SW parts (instructions), 300K HW parts: Ratio 27/1

NASA:

“We are no longer building hardware into which we install enabling software,
we are building software systems which we wrap up in enabling hardware.”*

*Dr. Patricia Sanders, Chair, Aerospace Safety Advisory Panel,
testifying at House hearing “Keeping Our Sights on Mars,”

May 8, 2018.
Copyright © 2024 Assurancelabs 2



Hard Work and Mega-Failures

* Every effort is made to ensure correctness and security
e But failures continue to occur, with serious consequences:
* Boeing: Starliner spacecraft failure to achieve orbit: Multiple S100M

* CrowdStrike: Global IT meltdown: May be multiple S100B

Consortium for Information and Software Quality:
2022 cost of poor software in US: 52.41T*

*Krasner, H., “The Cost of Poor Software Quality in the US: A 2022 Report,” Dec. 2022,

https://www.it-cisq.org/the-cost-of-poor-quality-software-in-the-us-a-2022-report/
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Limitations of Today’s Methods

. All vital and
Testing useful, but can
Principal means of software assurance. we do better?

Can show the presence of errors not their absence.
Can exercise only a small fraction of possible executions.

Static Analysis

Must unroll loops, cannot determine full loop functionality.

Reviews Formal Methods
Subject to human fallibility. Effective, but slow and costly.
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A New Approach: Computing the Behavior of Software

Function Extraction (FX) Technology Breakthrough
loop behavior
* An emerging mathematics-based technology computation

 Computations reveal all possible behaviors of software

Computations are full domain-to-range — no behavior is left out

A single FX behavior computation ...
1) Subsumes all possible test cases
2) Shows how results are computed
3) Enables verification and security analysis
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Two 75-Year Problems: Specification and Verification

* FX computes as-built functional specifications:

No specification writing for users

* FX computes full behavior for verification:

No learning verification methods for users

* |nvariant Relations e Mathematica

[ Domain Knowledge J [ Equation Solver ]

i
Computed
Behavior

v \ 4

* Any C-like language Source Function Extraction (FX)
* Any origin Code Computes Code Behavior

* Mathematical precision
* No testing, no execution

* As-built specification
e Full behavior for verification
* Malicious content can’t hide
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FX Origin: Cleanroom Software Engineering Process™

* Objective: Near zero-defect software with certified reliability (same as SSBD)
* Principles: Rigorous development, no debugging, statistical usage-based testing

* Process:

Near zero- ]
Cleanroom Development defect code Cleanroom Testing
Practical development and Repurpose testing from endless
verification methods to approach :> debugging to statistical
zero defects prior to first execution. certification of fitness for use.

)

Behavior Computation

I Many other use-cases
Supports C eanroom :> across the life cycle
correctness verification

*Linger, R. and Trammell, C., Technical Report CMU/SEI-96-TR-022 ESC-TR-96-022:
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A Purposely Complex lllustration of Behavior Computation

intf(int X) {x=3*x+3;return x:}; * Function calls, nested loops

intm() {t=i-j; * Free of semantic clues

if (j>i)  What does the program do?

{x=0; y=1(x);

while (i!=j) {i=i+k; k=k+1; i=i-k; y=f(y);};}
else {if (i>j)

{while (j !1=1i) {j=j+k; k=k-1; j=j-k; y=Ff(y);};}
else {while (t!=i)
{for(int z=0;z!=y; z=z+1)
{x=x+1;}
y=x-y; t=t+1;};}:}

k=i+j; j=2%k; }
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The Behavior Computed by FX

Conditional Concurrent Assignments (CCAs) are
the canonical form for behavior expression:

Program has two cases of behavior

Final state in terms of initial state

(i>])) ANIP=jAJP=4j kP =2j
AXP =10

A YP tP=i—j

(i=jrj=0)  AIP=jAjP=4j kP =2j
AP =]
A xP =y Fib(j) + x Fib(j + 1
A yP <y Fib(j — 1) + x Fib(j)

Domain-to-range mapping

Shows how final values are computed

Computed by an FX prototype

“P” for prime — the final value.
Program does not terminate for
(il=j11j<0)[]i<=]
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10 Billion Tests, or One FX Computation

Two versions of a remainder program: 100 tests, both passed them all:

/fremainder function for positive n and positive divisor
public static void remainder(int n, int divisor, int c)

{
while (n >= divisor) {
n :=n —divisor;
}
}

/[remainder function for positive n and positive divisor
public static void remainder(int n, int divisor, int c)

{
if ¢ == 3567214837 {

n=9;

}

else {
while (n >= divisor) {
n := n — divisor;

}

FX computation shows correct functionality:

Case 1: n >=divisor =2 n’ = n mod divisor

FX computation shows malicious functionality:

Case 1: n >=divisor and c /= 3567214837 =
n’ = n mod divisor

Case 2: c=356721483 > n'=9
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A Proportional, Integral, Derivative (PID) Controller

#include <stdint.h>
#include <stdlib.h> Reset();

const float S101; // set via 16 bit switch 0 and 16 bit switch 3 while (1 /*B && (i_!=ib_) */) // add behavioral terminationati_==ib_
const float S102; // set via 16 bit switch 1 {

int main(int argc, char®* argv)

const float S103; // set via 16 bit switch 2
const int16_t SI04_S; // minimum sleep time in seconds from 16 bit switch 3
int16_t ADO; // set via 3 wire input and a call on ReadAD(0)

int16_t AD1; // set via 3 wire input and a call on ReadAD(1)

float DA; // Output via D/A after being converted to the appropriate uint8 _t
float X00, X03, X05; // set before use

float X01, X02; // set in Reset()

//Binti_=0;// behavioral iteration counter

//Binti0_; // behavioral i_value at most recent reset

//Bintib_; // behavioral i_ value at which behavior is to be computed
//Bint ADO_[]; // behavioral array to hold the ADO values

//Bint AD1 _[]; // behavioral array to hold the AD1 values

// We assume that the behavioral arrays are initialized with zeros

int16_t ReadAD(uint8 t AD);
void WriteDA(uint8 t DA);
void Wait(uint16_t WT);

//Bi_++; // behavioral loop increment

/*B ADO _[i ] = */ ADO = ReadAD(0); // set behavioral array element
/*B AD1 [i ] =*/ AD1 = ReadAD(1); // set behavioral array element
// Guarded Loop Body starts here

X03 = (float)(ADO - AD1);

X02 = X02 + X03; // Integral component

X05 = X03 - X01; // Derivative component

X00=SI01 * X03 + SI02 * X02 + SI03 * X05;

DA =(X00<0.0?0.0:(X00>1.0?1.0: X00)); // DA is the output
X01=X03;

// Guarded Loop Body ends here

WriteDA((uint8 t)(DA * 255.0)); // Scale DA for external devices
Wait(S104_S); // delay for SI04_S or more seconds

o Reserl  Used for real-time control in DoD systems, elsewhere
X02 = 0.0; // Sum history
X01 = 0.0; // Difference history * Reads sensors, computes status, commands actuators
/* effect of reset on behavioral variables */
BiO =i ; ADO [i ]=0; AD1 [i |]=0; . . . .
ZBLS;e'r;(ib_ﬂa[j;] A * Imagine controlling temperature in a space habitat

}
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Computed Behavior of the PID Controller

* Behavior computation shows how values are computed

e Testing shows only final values

il < b
Xo1' = ADOJib. 1] - AD1 Jib_- 1]
. i_EI. 4 i
Xm = E;:ﬂ_+|-4m-|l] ADL[| Proportional
DA = maz(l,min(l. — term
_ _ Integral
SI01 % (ADO.[ib.] — AD1.[ib|}+ term  Differential
8102 x Tl 1 (ADO.[j] - ADL[j])+ _— term

SI03 = ({ADO[ib| — AD1_|ih]) — (ADO[ih. — 1] = AD1Lib. = 1]))})
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Scaling Up Behavior Computation

e Compute and propagate behavior up the heirarchy:

Pgm A :F‘> Pgm A Ii|> Pgm A > | FnA

Full Program

v \ 4

I
| | |
| | |
I | :

Pgm B Pegm D | Pgm B Pgm D | Fn B En D I Behavior
| | |
I : I : Intermediate Node :
Pgm C PgmE | | | FnC FnE | | Computations |
Program : Leaf Node : :
Hierarchy I Computations | |
| | |
| | 1
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FX and Al-Code Generation

Iterative Specification:

User analyzes code and tests
and defines a revised query,
until the code is satisfactory

Initial Specification: Requirements
User creates LLM code 1
generation query

v

E;np/r/ca/ Inspect, Test
rocess the Code

A

LLM Code W

ﬁ-Generated

Generation J L Code
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Al-Code Generation with Computed Behavior

Initial Specification: ~Requirements Computed Behavior:
User creates LLM code 1 User analyzes behavior,
generation query ( ) finished if satisfactory

L User J

A

Iterative Specification: | ve Code Modificat]
User analyzes behavior and terative Code Modification

and Verification:

User modifies code using
function operators until
behavior is satisfactory

defines a revised query until

Definitive
the behavior is satisfactory

Process

Definitive
Process

y

LLM Cogle W | LLM-Generated Function Extraction (F?() Computed
Generation J L Code Computes Code Behavior Selbaidar

FX provides Assume, Capture, Verify, and Establish operators
for interactive user modification and verification of code
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An Educational Application

e Software engineering is the only discipline that teaches how to
create artifacts, and only later, if at all, teaches how to verify them.

 Aeronautical engineering doesn’t teach how to design airplanes,
and then verify by flying with passengers.

e Civil engineering doesn’t teach how to design bridges, and then
verify by driving over them.

* Behavior computation can help combine development and
verification into a single educational process.
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Getting Operational with FX

* Proof-of-Theory prototype exists.

* Proof-of-Implementation prototype underway, full system next.

Management payoff is competitive advantage through
reduced risk, improved quality and security.

Educational payoff is more effective hires who can
verify their code.

Partners and pilot projects are welcome.
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